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Challenges

�Increasing defect database due to the loop holes in identifying the security threats. At 
organization level we found through defect database that customer has started reporting 
application security vulnerabilities due to which the cost of rework increased.

�During the categorization of defects, this was identified that the major chunk of defects 

falls in the Application Security category-Database level Security, Authorization and 

Session management.

Technical Classification wise Distribution
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Major Needs

� Identifying the criticality of the application with respect to Application Security

� Identifying the potential security threats against which an application should be 
assessed 

� To identify the improvement areas to implement in a project in terms of application 
security in different categories of projects. (Maintenance, QA, SDLC and Production 
Support) 
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Solution – Application Security Compliance Index

� Application Security Compliance Index was designed to asses the security of the 
applications to prioritize the focus of Application security testing. 

� The standards set were; each application is required to be assessed on the following 
Application level Security parameters:

0 – implying no threat 

3 – implying High Level threat 

9 – implying Low-level threat. 

� The weightage was kept standard as 0.1 for each application.

ASCI = Score * Weightage 
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Application Security Compliance Index
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Application Security Compliance Index Score Card
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Results

� Able to prioritize the applications for performing security 

assessments

� Able to identify application wise potential threats

� Able to reduce the security defects and leverage the security of 

the applications 

� Able to showcase improvements with respect to security and gain 

WOW from customers.
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